BETA: unaudited smart contracts on an early-stage chain. Use only amounts you can afford to lose.
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Handshake: overview
& testing brief

Handshake is a live peer-to-peer OTC escrow on BlockDAG (chain
1404): swap BDAG for any ERC-20 with anyone, in one atomic
transaction, with the escrow held by code rather than by a
person. It is open to everyone as a clearly labelled, unaudited
beta.

What Handshake is

Handshake is a peer-to-peer OTC desk for trading native BDAG against any ERC-20 token on BlockDAG, without
an order book, pooled liquidity or a middleman. A maker locks BDAG or a token in an offer and names the price;
anyone (or one specific address the maker chooses) can fill it. Both sides change hands in one atomic
transaction, so either the whole trade settles or nothing moves. The maker can cancel an unfilled offer at any
time and get their asset straight back.

Custody, plainly: while an offer is open, the maker's asset is held by the smart contract, not by us or any other
person. Only two things can happen to it: it goes to the taker on fill, or back to the maker on cancel. The site is
live at handshakeotc.fyi.

What it can do today

Fee: 0.25%, taken from the BDAG side of each filled trade and hard-capped in the contract at 3%. Each offer records the fee
when it is created, so a later change never affects an open offer. The fee can only be changed by a 2-o0f-2 hardware-wallet

multisig.

Feature What it does

Create an offer Give BDAG for a token, or a token for BDAG, at the price you set

Private offers Optionally restrict an offer so only one named address can fill it

Fill an offer Take any open offer; both assets swap in one transaction

Cancel any time The maker gets the full locked asset back while the offer is unfilled

My offers & recent fills Your own open offers, plus a live feed of completed trades read from the chain

Token check Confirms a token address is a real contract and shows its symbol before you trade

Safety checks before signing Balance, per-offer beta limit and pause state are checked first, so you get a clear
message instead of a failed transaction

Exact approvals Tokens are approved for exactly the amount in the offer, never an unlimited

allowance



Feature What it does

Security & trust section States what the owner can and can't do, with links to the verified contract and
source
RPC status panel Nine community BlockDAG endpoints checked live from your browser, with

automatic failover

Contracts & settings

Solidity 0.8.24 - no imports - no upgrade mechanism - EVM Berlin

OTCEscrow (live) v3 with pause and per-offer limits

0xD907701A2D96F7DBE7596b0B2737C9F36446cf5CA - verified on explorer.bdagexplorer.com

OTCEscrow (original) Paused
0x3A8716b7260D2F808250d37F4534Ebe22b6C4b8a - never had an offer, holds nothing

Owner 2-of-2 multisig (Trezor + Ledger)
Ox4E2401bFD24c66166TABF9CC5cD5B6B2c5c860FcC - since block 22,975,549

Fee recipient Project wallet

0x26bDba7b184df8b88965Bed46AEd6ealE6OTF940

Beta limits 100 BDAG - 1,000,000 NOCAP

maximum a maker can lock per offer; other tokens uncapped

Owner powers Fee (=3%), recipient, limits, pause new offers

all need both hardware wallets; no function can move an open offer's assets

Security and testing

A thorough in-house review; no independent professional audit.

Check

Earlier code reviews (v2, v3)

Static analysis (Slither)

Live test suite

Deployed code check

Front-end / contract match

Found and fixed

Wording and layout

Migration

Vulnerability reports

Result

Closed a critical hole where an offer using an address with no contract could let a
taker take the maker's BDAG without paying; added a balance check that rejects
fee-on-transfer tokens instead of trapping funds; fees locked per offer

6 findings in the original contract all resolved (2 real fixes, 1 reviewed as intended,
3 false positives); 0 findings on the live contract with 4 detectors excluded, each
documented as a false positive in the source

8/8: native and token offer creation with the new limits, pause alongside limits, and
both v3 security fixes still intact

Both contracts' on-chain code matches the published source (optimizer 200,
Berlin); the live contract is verified on the explorer

Every function and event the site uses matches the deployed contract

A helper function called but never defined; event definitions on the site that didn't
match the contract; the repo held an outdated v2 source (v3 sources now
published)

"Non-custodial" replaced with accurate custody wording; sideways scrolling on
phones fixed

Original contract paused before switching; ownership moved to the multisig; beta
limits set

Private address set up and tested: security@handshakeotc.fyi



Not done yet:
¢ Independent audit by a professional security firm

e A bug-bounty programme

Readiness

Now: public beta

Handshake is live on BlockDAG mainnet and open to
everyone as a clearly labelled, unaudited beta, with
per-offer limits in place. The beta banner, the terms
before first use, the FAQ and the Security & trust
section all say so.

For testers

What to test

Use small amounts only, on chain 1404, with MetaMask or a
similar wallet, at handshakeotc.fyi. Two wallets help.

1 Offer BDAG for a token: create a small offer,
check it under My offers, then cancel and confirm
the refund.

2 Fillit: from a second wallet, fill a small offer and
check both sides and the 0.25% fee on the
explorer.

3 Offer a token for BDAG: expect an exact-amount
approval, then the offer.

4 Private offer and limits: restrict an offer to one
address; try 150 BDAG (should be blocked).

5 Phone and desktop: use the site on both; check
the RPC panel.

Why it is reasonable to use
e Nobody, including the owner, can move an open
offer's assets

e Trades are atomic: there is no delivery step to
dispute

e Pausing can't trap anyone; fills and cancels
always work

What remains a risk

* No professional audit; a bug could still cost users
money

e Any token can be offered, including fake ones

e A young chain with occasionally unreliable RPCs

How to report

Include what you did, what you expected, what
happened, your wallet and browser, a screenshot,
and the transaction hash if there is one.

Anything that could lose funds: email
security@handshakeotc.fyi privately, never in
public, so it can be fixed or new offers paused first.

Everything else (bugs, wrong numbers, confusing
wording): send it to the team, or open an issue on
the project's GitHub.

As in the terms, testers must not be located in or residents of the
US or UK.

Known limitations. Handshake accepts any ERC-20 and doesn't vet tokens: a fake or malicious token can be offered, so

always check the contract address. Fee-on-transfer and rebasing tokens are refused by design. Offers fill whole, not in parts.
Public RPC endpoints sometimes lag or go offline. Token approvals are for the exact amount, so you approve again for each

offer.



Roadmap

Each stage unlocks the next.

1 Public beta (now). Live trading with per-offer limits; feedback gathered and fixed.

2 Track record. Raise or add per-token limits as usage grows, each change made through the multisig.

3 Security hardening. Independent audit with the report published; a bug-bounty programme alongside the security@
address.

4  Growth. Invite token projects to use Handshake for OTC deals, and list it in community directories under its own domain.

Open question for the team: target date and budget for the independent audit.

Handshake OTC Escrow on BlockDAG chain 1404. Nothing here is financial, legal or tax advice. handshakeotc.fyi



